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WhiteHat Application Security
Assessment

WhiteHat Sentinel Application Security Assessment
Application security requires a comprehensive approach that is both broad and deep. To keep up with today’s
rapidly changing threat landscape, applications must be evaluated continually for new security vulnerabilities. The
best way to achieve your goals is to combine the unique perspectives offered by both manual and automated
security assessment into a unified, integrated approach.

§
§
§
§

Production-safe testing
Continuous and concurrent assessments
Verification of vulnerabilities by security experts
Risk based management

Fixing the Issues can be Challenging
In today’s agile business climate, speed of innovation and rapid development schedules leave the teams resource
constrained. Often times, there are vulnerability backlogs from legacy applications, and it can be challenging to
prioritize vulnerabilities for fixing. But with cyber attacks becoming more sophisticated and frequent, can you afford
to leave your vulnerabilities exposed?

Mitigate Application Vulnerabilities Automatically
A robust application security strategy involves accurate detection of vulnerabilities in your applications and real time
monitoring to accurately identify and block the threats before they get exploited.
With WhiteHat Sentinel – Prevoty integration, you have the option of mitigating Sentinel detected vulnerabilities
automatically by seamlessly integrating with Prevoty’s Application Monitoring and Protection (AMP) solution. This
WhiteHat Sentinel - Prevoty integration combines Prevoty’s cutting edge Runtime Application Self Protection (RASP)
technology, with WhiteHat’s market proven Dynamic Application Security Testing (DAST) technology. RASP is an
emerging security technology that allows applications to automatically defend against attacks without requiring
changes to the application source code by automatic vulnerability mitigation.

Dramatically Reduce Exposure to Vulnerabilities
How it Works
When WhiteHat Sentinel
Dynamic detects certain
vulnerability classes like
cross-site scripting (XSS) or
Cross Site Request Forgery
(CSRF), the vulnerabilities
are flagged to the user as
those that can be mitigated
by Prevoty.

Prevoty plugins use deep
instrumentation to
inspect application
activity at runtime
and call the security
engine for payload
analysis.

The engine uses patented
language security
(“LANGSEC”) and data
analysis techniques to
analyze the payload
and accurately identify
malicious behavior

If the payload is from
WhiteHat, the attack is
flagged and passed to
the Sentinel console.
Users see which
vulnerabilities are being
(or could be) mitigated
by Prevoty.

WhiteHat Sentinel – Prevoty Integration Benefits
The combination of WhiteHat Sentinel and Prevoty’s Application Monitoring and Protection solution provides
significant benefits for enterprise application security programs.
Whether you are looking to jumpstart an application security program and have a long list of critical vulnerabilities
to mitigate or need to prioritize a huge backlog of issues from legacy applications, the WhiteHat Sentinel – Prevoty
integration will allow you to optimize your use of development resources, reduce risk through lowered exposure to
vulnerabilities and lower the cost of remediation.
Visibility into Production
Environments

Improved Vulnerability
Management

Instant Protection

§ See which applications are actually
under attack (not just vulnerable)
§ Prioritize remediation efforts where they
are needed most

§ View both detected and mitigated
vulnerabilities in the Sentinel interface
§ Get immediate insight into and protection
against attacks
§ Optimize use of development resources

§ Simultaneously detect and mitigate
vulnerabilities, lowering exposure time
§ Allow time for development teams to remediate
critical vulnerabilities
§ Reduce risk through lowered vulnerability
exposure
§ Significantly reduce remediation effort for legacy
applications

About WhiteHat Security
Founded in 2001 and headquartered in Santa Clara, California, WhiteHat Security is the leader in application security, enabling businesses to protect
critical data, ensure compliance, and manage risk. WhiteHat is different because we approach application security through the eyes of the attacker.
Through a combination of technology, more than a decade of intelligence metrics, and the judgment of real people, WhiteHat Security provides
complete web security at a scale and accuracy unmatched in the industry. WhiteHat Sentinel, the company’s flagship product line, currently manages
tens of thousands of websites – including sites in highly regulated industries, such as top e-commerce, financial services, and healthcare companies.
For more information on WhiteHat Security, please visit www.whitehatsec.com.

About Prevoty
Prevoty is dedicated to securing enterprises and the users they serve by monitoring and protecting the applications that are the heart of modern
business. For more information on the company’s application security solutions, please visit prevoty.com or follow @prevoty on Twitter.
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